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 To provide you with assistance in helping 
your child use the Internet safely and 
confidently

 Provide you with some resources and tools to 
achieve this

 To be confident in discussing with your child 
at home the issue of Online Safety



• Safeguarding young people (and indeed 
adults!) in the digital world.

• Learning to understand and use new 
technologies and information communication 
technology (ICT) in a positive way. 

• NOT about restricting children, but 
EDUCATING them about the risks as well as 
the benefits so they can feel confident and 
happy online.

• Being educated to be able to support and 
help young people. 



• Filters in place for all Internet access

• Lessons in class as part of the computing 
curriculum

• Discrete Year 6 workshop held with myself

• Assemblies with CyberBullying; Online Safety



Research
Email

Communication

Online 
Banking

Gaming



 Unwanted contact/grooming 

 Cyberbullying

 Harmful content/illegal 
material

 Privacy/digital footprints  









Gaming



Tips

 Leave all gaming devices in a family space 

 Open up communication - talk to your child about the sites they are using and 
why they like them 

 Explain that people lie online and they are not always who they say they are 

 Explain that people can be mean online and don’t always have their best interests 
at heart

 Ask  them to never give out personal information 

 Set parental controls 

 Set time limits on how long they can game for. Allow time for non-technology 
based activities and allow an hour ‘screen free’ time before bed



PEGI (The Pan-European Game Information age rating system) was 
established in 2003 to help European parents make informed choices 

Bad Language - Game contains bad language

Discrimination - Game contains depictions of, or material which may 
encourage, discrimination

Drugs - Game refers to or depicts the use of drugs 

Fear - Game may be frightening or scary for young children

Sex - Game depicts nudity and/or sexual behaviour or sexual references

Violence - Game contains depictions of violence

PEGI















 NSPCC - www.nspcc.org.uk/

 Advice on Cyberbullying

 Grooming

 Inappropriate websites

 How to set parental filters on games consoles 
and PC/Macs

http://www.nspcc.org.uk/


 Net aware is a fantastic resource that lets you 
investigate apps and websites together with 
you child so that you can make:

 an informed decision if it’s appropriate

 Agree privacy settings

 Discuss risks

www.net-aware.org.uk/



 www.thinkuknow.co.uk

 A bespoke parents section where you can 
download resources and watch videos on E-
safety

 Great to help initiate discussions and raise 
issues

http://www.thinkuknow.co.uk/


www.thinkuknow.co.uk/parents

http://www.thinkuknow.co.uk/parents


www.thinkuknow.co.uk
www.youtube.co.uk/ceop
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http://www.thinkuknow.co.uk/
http://www.youtube.co.uk/ceop




Simple steps to protection  

 I have asked my child to show me sites they use

 I have asked my child to set the security settings on all 
the technologies they use 

 I have asked my child to only accept people they know 
and trust  in the real world as online “Friends” 

 I have set safe settings on our computer/laptop and 
set adult content filters on my child’s smart phone

 My child has agreed to tell me if they are worried 
about something online

 I know where to get help if I’m concerned about my 
child



 PowerPoint and forms will be on the school 
website

 Can you please fill in a feedback form?



As a parent you’ll probably know how important the internet is to children and young people. They use it to learn, play, 
socialise and express themselves in all types of creative ways. This may be through sharing photos and videos, blogging, 
gaming, or even developing their own apps. It is a place of amazing opportunities. 

The technology children use in their daily lives can seem daunting. You might worry about the risks they can face online, 
such as bullying, contact from strangers, as well as the possibility of access to inappropriate or illegal content. To help 
them stay safe, it’s important that you understand how your child uses the internet.

By following this simple checklist, you can start to protect them and decrease the risks 
they face:

I have asked my child to show me sites they use – By doing so, your child is including you in their online life 
and social activity.  Show an interest and take note of the names of their favourite sites. You can then re-visit 
these when you are alone. Take your time and explore the space, find out how to set the safety features and 
learn how to report any issues directly to the site.

I have asked my child to set their profile settings to private – Social networking sites, such as Facebook, are 
used by children to share information, photos and just about everything they do! Encourage your child to set 
their privacy settings to private. They need to think about the information they post online as it could be 
copied and pasted anywhere, without their permission. If it got into the wrong hands, somebody may wish to 
use it against them or worst of all try to locate them in the real world.

I have asked my child about their online friends – We know that people lie online about who they are and 
may create fake identities. It is very important children understand this. Whether they are visiting a social 
network or a gaming site, the safety messages are the same. Children and young people must never give out 
personal information and only be “friends” with people they know and trust in the real world.

I have set appropriate parental controls on my child’s computer, mobile and games console – Filters on 
computers and mobiles can prevent your child from viewing inappropriate and possibly illegal content. You 
can activate and change levels depending on your child’s age and abilities. You can also set time restrictions 
for using the internet or games. They can be free and easy to install. Call your service provider who will be 
happy to assist or visit CEOP’s parents' site for further information. Explain to your child why you are setting 
parental controls when you talk to them about their internet use.

My child has agreed to tell me if they are worried about something online – Sometimes children get into 
situations online where they don’t feel comfortable or see something they don’t want to see. By opening up 
the communication channels and talking to your child about the internet, their favourite sites and the risks 
they may encounter, they are more likely to turn to you if they are concerned about something.

I know where to get help if I’m concerned about my child – The CEOP Safety Centre provides access to a 
range of services. If you are concerned that an adult has made inappropriate contact with your child you can 
report this directly to CEOP. You can also find help if you think your child is being bullied, or if you’ve come 
across something on the internet which you think may be illegal. 
Visit the Safety Centre at www.ceop.police.uk/safety-centre or by clicking on this button: 

For further help and guidance on all the information mentioned please visit 
www.thinkuknow.co.uk/parents

Keeping your child safe online - A checklist for parents and carers  

CLICK CEOP
Advice   Help   Report



 

 

 

 

What is it? 

Instagram is a service which allows the user to take and edit photos and videos 

and then post them online. It can also be used to share photos and videos on 

other popular services such as Facebook, Twitter, Flickr, Tumblr and Foursquare. 

To create an Instagram account, the app has to be downloaded. It is available 

for free on iOS or Android phones and tablets, Windows Phone 8 and later 

versions. Once an Instagram account has been set up, it can also be accessed 

through the Instagram website on other devices. 

Young people enjoy taking photos and sharing them with added comments, 

which might use hashtags (#). A user can ‘like’ someone else’s picture or video 

by clicking on the ‘heart’ icon, and can add their own comments about it, 

creating a comments thread for each item. 

The default setting allows anybody to view and comment on a user’s photos and 

videos. However, privacy settings allow the user to decide if they want only their 

‘followers’ to see their photos and videos, and the comments about them. 

 

Does Instagram have any age restrictions? 

Instagram’s Terms of Use state that all users must be at least 13 years old (this 

is to comply with the Children’s Online Privacy Protection Act in the United 

States). If a UK user is younger than 13, they have failed to comply with the 

Terms of Use, but they are not breaking the law. 

Users do not have to submit their age when registering an account. Therefore, 

children below the age of 13 (with or without their parents’ permission) can use 

Instagram without restriction.  

If Instagram is informed that a user is under 13, the account may be deleted. 

 

 

Instagram – Guide for Parents and Carers  

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://pasaporti.blogspot.com/2015/05/instagram-logo.html&ei=lMxmVYLYCcW1UZrngIAM&bvm=bv.93990622,d.d24&psig=AFQjCNGtso9Af6oHEYWMx_3LkhW6rQnPNw&ust=1432886790633350


 

 

 

Should I be concerned about Instagram? 

The main things that worry parents and carers about Instagram are typical of 

many social media services. Cyberbullying and inappropriate photos or videos 

being created and shared by users is a concern for lots of parents. Conversations 

that take place between users can contain inappropriate content and therefore 

can be unsuitable for younger users.  

Like many other sites and apps, Instagram is popular for both adults and 

children and there is concern that strangers can contact young people directly. 

Be aware that some young people share their usernames for other social media 

on their public Instagram account, e.g. their twitter handle or Kik username, 

which means that unknown users can then trace them on these websites/apps. 

Part of the appeal of Instagram is developing a big following and having a public 

profile means that anybody can ‘follow’ that person. A private account means 

that people can request to follow a user, who then needs to ‘approve’ them. You 

should ensure your child has their profile set to private and initiate an ongoing 

conversation with them about keeping themselves safe when using social media. 

A recent feature added to Instagram is “Instagram Direct” in which users can 

send each other, and up to 15 other people, private messages instead of posting 

pictures to all of their followers. Direct messages are accessed through the 

‘inbox symbol’ in the top right of the main photo feed.  

 

 

 

 

Instagram Direct is automatically private. This could be seen as a safer function 

in which photos are shared with fewer people, however there are concerns 

around direct messaging. Unknown people can then send a user a direct 

message, image or video. These messages will appear in a Request Folder until 

the unknown person is approved. The user can choose to ignore the unknown 

person and then their messages will be blocked. Any direct messages from a 

known user will appear in the Direct Messages folder. 

 

For more information relating to the risks children and young people face online, 

visit www.thinkuknow.co.uk/parents. 

http://www.thinkuknow.co.uk/parents


 

 

 

How do privacy settings work on Instagram? 

By default, anybody can see an Instagram profile, photos and videos. However, 

users can use privacy settings to share photos and videos with their followers 

only.   

To set posts to private from the Instagram app: 

Apple iOS 

1. Go to profile by tapping  

2. Tap  
3. Turn on the Private Account setting 

Android 

1. Go to profile by tapping  

2. Tap  

3. Turn on the Private Account setting 

Windows Phone 

1. Go to profile by tapping  
2. Tap Edit Profile 
3. Turn on the Posts are Private setting by checking the box and then tap 

the check mark to save changes 

Please note: 

 Profile photos, usernames and the bio screen will always be public. 

 

 Users are able to block and remove followers on Instagram. The person 

who is blocked won’t be informed about this. 

 

 Shared private Instagram posts sent to social networks (e.g. Twitter) can 

be seen by the public unless you have set up your privacy settings on 

those social networks too. 

 

 Be aware that anybody is able to send photos and videos directly to an 

account without being a follower. 

 

 Remember to look out for location-sharing which users can enable with 

the ‘Add to your Photo Map’ feature. It is set ‘off’ by default, and we  



 

 

 

 strongly recommend that young users do not change the setting to ‘on’. 

This is because when it is on, this feature publishes the location in which a 

photo or video was taken, which is risky information for a young person to 

share publically. 

 

 

Who are my child’s friends on Instagram? 

Instagram allows users to see who is on their followers list. They also have the 

option to approve or ignore a ‘follow request’ in the Activity section which can be 

found by clicking this button  . 

If your child uses Instagram, talk to them about the people they follow on 

Instagram. Try to find out how they know them, how often they interact with 

them, and what’s interesting about the pictures they post. Then ask them about 

their own profile. What do they like about posting on Instagram? Who follows 

them, and how do they know them? Remind them that if you have only met 

someone online, you can never be sure that they are who they say they are.  

 

How do I report to Instagram? 

If you see a post or profile that's not following Instagram’s Community 

Guidelines (see https://help.instagram.com/477434105621119) (e.g. nudity, 

spam, self-harm) - you can report it. 

The reporter’s identity is not shared with the person whose post or profile they 

are reporting.  

 

https://help.instagram.com/477434105621119
https://help.instagram.com/477434105621119
https://help.instagram.com/477434105621119


 

 

 

You can find detailed advice on how to report various issues to Instagram on the 

Instagram website (see https://help.instagram.com/165828726894770/).  

How to report a post if you have an Instagram account: 

1. Tap (iOS and Windows Phone) or (Android) below the post 

2. Tap Report Inappropriate 

3. Follow the on-screen instructions 

 

To report a profile: 

 

1. Tap (iOS), (Windows Phone) or (Android) in the top right of the 

profile 

2. Tap Report Inappropriate (iOS and Android) or Report for Spam 

(Windows Phone) 

3. Follow the on-screen instructions 

 

 

If you don't have an Instagram account, you can make a report via the website, 

at https://help.instagram.com/contact/383679321740945. 

 

 

 

If you or anyone else sees images of sexual child exploitation on Instagram, you 

should follow the instructions above to report it. Do not share the image or 

comment on it. 

 

 

https://help.instagram.com/165828726894770/
https://help.instagram.com/contact/383679321740945


 

 

 

Hacked Accounts 

If you think your child’s account has been hacked, report it through the website 
via https://help.instagram.com/contact/740949042640030 

 
 

 
 

Impersonating Accounts 

If someone created an Instagram account pretending to be your child, report it 

to Instagram here:  
https://help.instagram.com/contact/636276399721841 
 

 

 
 
 

 

How do I block someone on Instagram? 

Users can block followers from contacting them on Instagram. This makes the 

user appear to be offline to the blocked individual on their contact list. 

You can block someone using the Instagram app, but not on the web. 

 
1. Tap their username to open their profile 

2. Tap (iPhone/iPad), (Android) or (Windows)  

https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2Fcontact%2F740949042640030&h=hAQG8cjKD&s=1
https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2Fcontact%2F740949042640030&h=hAQG8cjKD&s=1
https://help.instagram.com/contact/740949042640030
https://help.instagram.com/contact/636276399721841


 
 

 
 

 
3. Tap Block User 

 

To unblock someone, follow steps 1-2 above and then tap Unblock User. 

If you can't find the person you want to block or unblock, they may have deleted 

their account or their profile may be unavailable to you. 

You can find out further information on the Instagram website on how to block 

people (see https://help.instagram.com/426700567389543/). 

 

How can I disable an Instagram account? 

Profile photos, videos, comments, likes and followers are removed when a user 

chooses to delete their account permanently. 

To delete an account: 

1. Leave the Instagram app and log into instagram.com from a computer  
2. Click username in the top right and then select Edit Profile 

3. Click I'd like to delete my account in the bottom right 
 

For more information and support on children’s safety online visit the CEOP 

parents and carers website - www.thinkuknow.co.uk/parents. 

 

https://help.instagram.com/426700567389543/
https://www.facebook.com/l.php?u=https%3A%2F%2Finstagram.com%2F&h=4AQEG7MgR&s=1
http://www.thinkuknow.co.uk/parents


 

 

 

 

 

 

What is it? 

WhatsApp is a mobile messaging app which allows users to exchange messages 

using existing phone contacts without having to pay text message fees. 

WhatsApp Messenger is available on most mobile devices including iPhone, 

BlackBerry, Android, Windows Phone and Nokia. WhatsApp users can create 

groups and send each other unlimited images, video and audio messages.  

How much does it cost?  

For all phone types, WhatsApp is free to download and try for the first year. 

Afterwards, you have the option of extending your subscription for £0.69 per 

year. 

WhatsApp uses an Internet connection using 4G or Wi-Fi to send and receive 

messages to your contacts. As long as the user hasn’t exceeded the data limit or 

is connected to a free Wi-Fi network, messaging over WhatsApp should not cost 

extra.  

 

Does WhatsApp have any age restrictions? 

As part of its Terms of Service, WhatsApp’s minimum age of use is 16 years 

old.  By using WhatsApp, a user agrees to provide certain personal information 

such as their mobile phone number, billing and mobile device information.  

If WhatsApp learns that identifiable information of a child under 16 has been 

collected on the WhatsApp Site or WhatsApp Service, then WhatsApp may 

deactivate the account. 

 

Should I be concerned about WhatsApp as a parent/carer? 

WhatsApp is a great way for young people to socialise with their friends.  

WhatsApp – Guide for Parents and Carers  



 

 

 

Children can only talk to existing contacts on their phone, although this may feel 

safer, it’s still important to remember that some content shared may not be 

appropriate for children, or they have contacts (strangers) in their phone who 

they have never met face to face. 

Likewise, as with all social media, caution is advised over your child’s digital 

footprint, particularly the content (photos, videos and messages) they choose to 

share via WhatsApp. Once shared, it can be copied, re shared and posted 

anywhere online. 

Group chats on WhatsApp  

WhatsApp also contains a group chat function. The feature lets users chat with 

up to 100 people in one conversation stream. Each group is set up by one 

contact who becomes the group admin – they’re the only user who can add or 

remove participants and change/add new group admins. 

 

Group conversations usually take place between friends. But sometimes, users 

can be added to a group where they don’t know everyone else. Even if fellow 

users in the group aren’t contacts, they will still be able to see messages your 

child posts in the group, and your child will be able to see theirs. Likewise, if 

they’re added to a group with someone they’ve blocked, the blocked person will 

be able to contact them there.  

Therefore, it’s possible they could see or be contacted by someone they don’t 

know and could be vulnerable to content posted by this person.  

Group chats - advice 

Although a user cannot control who adds them to a group chat, they can 

always control their own participation within it – they can leave whenever 

they want to.   

It’s a good idea to advise your child that if they are in a group chat with 

someone they don’t know and are uncomfortable with, they should exit the 

group and speak to you about it. 

 

 

 

http://parentinfo.org/article/what-is-a-digital-tattoo
http://parentinfo.org/article/what-is-a-digital-tattoo


 

 

 

How do privacy settings work on WhatsApp? 

WhatsApp’s default privacy setting allows any other WhatsApp user to view your 

profile photo, status and when you were last using the app. 

You can specify that your child’s Whatsapp account (when they were last online, 

profile photo, status) can be seen by:  

Everyone - all WhatsApp users.  

My Contacts - the contacts from their address book only. This is the 

recommended option for most users. 

Nobody 

 

Talk to your child about their privacy settings and ask them to adjust to ‘my 

contacts’ if they have them set to ‘everyone’ by following the steps below:  

Privacy settings are accessed here: 

WhatsApp > Settings > Account > Privacy  

How do I report a user to WhatsApp? 

 

  

 

 

https://www.whatsapp.com/faq/en/general/23740821
https://www.whatsapp.com/faq/en/general/20971848


 

 

 

There is no direct way to report a user, or specific abuse, other than to block 

them from sending you further messages. To do this, tap: 

Settings > Account > Privacy > Blocked Contacts 

WhatsApp messages sent by a blocked contact will not show up on your child’s 

phone and will never be delivered to them. The ‘last seen’ status information and 

profile picture will no longer be visible to blocked contacts.  

To permanently delete a contact in WhatsApp, you will need to delete them from 

your phone’s list of contacts.  

If you have any concerns about grooming, sexual abuse or exploitation on 
Whatsapp or on any online app or site, Report to CEOP (the National Crime 
Agency's Child Exploitation and Online Protection Command) at 

www.ceop.police.uk/safety-centre.  

 

How do I disable a WhatsApp account? 

Go to: 

Settings > Account > Delete My Account 

This will remove all account information from the service including deleting all 

message history, and removing the user from all WhatsApp group. 

 

http://www.ceop.police.uk/safety-centre
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