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To provide you with assistance in helping
your child use the Internet safely and
confidently
Provide you with some resources and tools to
achieve this
To be confident in discussing with your child
at home the issue of E-safety

In preparation for this meeting I asked both
classes in Years 5 and 6 to complete an
anonymous questionnaire about their
experiences online.
This was to provide context on the activities of
the children in the school when they go
online.
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NSPCC - www.nspcc.org.uk/
Advice on Cyberbullying
Grooming
Inappropriate websites
How to set parental filters on games consoles
and PC/Macs



Net aware is a fantastic resource that lets you
investigate apps and websites together with
you child so that you can make:
 an informed decision if it’s appropriate
 Agree privacy settings
 Discuss risks
www.net-aware.org.uk/







www.thinkuknow.co.uk
A bespoke parents section where you can
download resources and watch videos on Esafety
Great to help initiate discussions and raise
issues



PowerPoint and forms will be on the school
website



Any questions?



Can you please fill in a feedback form?

Keeping your child safe online - A checklist for parents and carers
As a parent you’ll probably know how important the internet is to children and young people. They use it to learn, play,
socialise and express themselves in all types of creative ways. This may be through sharing photos and videos, blogging,
gaming, or even developing their own apps. It is a place of amazing opportunities.
The technology children use in their daily lives can seem daunting. You might worry about the risks they can face online,
such as bullying, contact from strangers, as well as the possibility of access to inappropriate or illegal content. To help
them stay safe, it’s important that you understand how your child uses the internet.

By following this simple checklist, you can start to protect them and decrease the risks
they face:
I have asked my child to show me sites they use – By doing so, your child is including you in their online life
and social activity. Show an interest and take note of the names of their favourite sites. You can then re-visit
these when you are alone. Take your time and explore the space, ﬁnd out how to set the safety features and
learn how to report any issues directly to the site.
I have asked my child to set their proﬁle settings to private – Social networking sites, such as Facebook, are
used by children to share information, photos and just about everything they do! Encourage your child to set
their privacy settings to private. They need to think about the information they post online as it could be
copied and pasted anywhere, without their permission. If it got into the wrong hands, somebody may wish to
use it against them or worst of all try to locate them in the real world.
I have asked my child about their online friends – We know that people lie online about who they are and
may create fake identities. It is very important children understand this. Whether they are visiting a social
network or a gaming site, the safety messages are the same. Children and young people must never give out
personal information and only be “friends” with people they know and trust in the real world.
I have set appropriate parental controls on my child’s computer, mobile and games console – Filters on
computers and mobiles can prevent your child from viewing inappropriate and possibly illegal content. You
can activate and change levels depending on your child’s age and abilities. You can also set time restrictions
for using the internet or games. They can be free and easy to install. Call your service provider who will be
happy to assist or visit CEOP’s parents' site for further information. Explain to your child why you are setting
parental controls when you talk to them about their internet use.
My child has agreed to tell me if they are worried about something online – Sometimes children get into
situations online where they don’t feel comfortable or see something they don’t want to see. By opening up
the communication channels and talking to your child about the internet, their favourite sites and the risks
they may encounter, they are more likely to turn to you if they are concerned about something.
I know where to get help if I’m concerned about my child – The CEOP Safety Centre provides access to a
range of services. If you are concerned that an adult has made inappropriate contact with your child you can
report this directly to CEOP. You can also ﬁnd help if you think your child is being bullied, or if you’ve come
across something on the internet which you think may be illegal.
Visit the Safety Centre at www.ceop.police.uk/safety-centre or by clicking on this button:

CLICK CEOP
Advice Help Report

For further help and guidance on all the information mentioned please visit
www.thinkuknow.co.uk/parents

Risks children face online: Cyberbullying
Cyberbullying is bullying that takes place via technology. Whether on gaming sites, through a mobile device or via a social
networking site, the eﬀects can be devastating for the young people involved.
With online technologies accessible 24 hours a day, cyberbullying can be relentless. It can also intrude on spaces that were
previously personal, for example at home; it can feel that there is no escape from it.
21% of 8 to 11 year olds have been deliberately targeted, threatened or humiliated by an individual or group through the
use of mobile phone or the internet and 28% of 11 – to 16 year olds.
Beatbullying, Virtual Violence II
The use of technology can increase the audience of the bullying and multiply the number of bullies involved, as young
people re-post, send or ‘like’ bullying content. Bullies can also attempt to be anonymous which can be extremely distressing
for the victim.
As hard as it can be to admit, it is also possible that your child is or has been a bully. They could have set up or joined a
malicious proﬁle or 'liked' a mean comment they have seen about someone online. They could be acting in this way due to
peer pressure or in retaliation for something that has happened to them. When talking to your child about bullying it is
important to let them know how you as a family feel about the act. Talk to them about how it makes others feel and the
consequences of their actions.
What to do if my child is being Cyberbullied
Oﬀer reassurance and support. Your child may be in need of emotional support or feel like they have
nowhere to turn. It is rare that cyberbullying is only taking place online and is often someone your child knows
through school or a group they attend. Their school should have policies and procedures for dealing with
cyberbullying.
Your child could visit Cybermentors. This is an online counselling service with a diﬀerence; the counsellors are
also children and young people. This site has proved very popular and oﬀers practical advice www.cybermentors.org.uk
Tell your child that if they are being bullied to always keep the evidence. Whether it’s a text message or
email, tell them not to reply to the bully or delete the comments. Ask your child if they know the bully or
where the messages are coming from. Often it is someone within the school environment and can be dealt
with quickly and eﬀectively with assistance from the school.
Block the bullies
If someone is bullying your child on a social networking or chat site encourage them to block or delete the
individual so that they can’t be contacted by them anymore.
Report any bullying content to the website it’s hosted on. If content has been posted, for example a video or
image, which is upsetting your child you should report it to the website, for example, Facebook. Learn how
you would report content on sites like Facebook and YouTube; every site is diﬀerent. Contacting the website is
the only way to get the oﬀensive content removed, unless it is illegal. In cases of illegal content for example
indecent images or videos of young people under 18, contact your local police or report it to
www.clickceop.police.uk.

CLICK CEOP
Advice Help Report

For further help and guidance on all the information mentioned please visit
www.thinkuknow.co.uk/parents

Risks children face online: Online grooming
What is online grooming?
Grooming is a process used to prepare a child for sexual abuse. An oﬀender’s aim when grooming will be to gain access to a
child and build a relationship with that child. Grooming can take many diﬀerent forms, from one oﬀ contact which may
include sexual advances, to a series of events over time. It may start with an adult scanning websites to identify a vulnerable child or befriending a child, perhaps by pretending to have common hobbies or interests or using ﬂattery to trick a
child into trusting them.
Online it is easier for an oﬀender to lie and gain one to one contact with a child, for example through a social networking or
gaming site. They can share images or videos relating to their claimed common interests and build a ‘relationship’ away
from any adult supervision.
Once a relationship is established an oﬀender may then introduce sexual themes to the conversation, for example, asking
the child about their sexual experiences, sharing pornography with them or asking them for sexual pictures of themselves.
Diﬀerent oﬀenders will have diﬀerent approaches so whereas this process may be very quick it can also take days, weeks or
even months. Often an oﬀender will attempt to get a child to meet them in the real world in order to abuse them. Increasingly some oﬀenders are also persuading children to perform sexual acts on webcam.
Signs of grooming
Look out for an unhealthy or heightened level of internet usage. Has your child become more secretive about who they are
talking to and where they conduct their online conversations?
To your knowledge has your child engaged in any sexual behaviour online or via text, chat or webcam? Have they got any
new electronic devices or gifts that they may not have been able to obtain for themselves?
Talk to your child about meeting their online friend’s oﬄine. If they intend to meet any of these online friends you need to
set clear boundaries, tell them why you are concerned for their safety and that they must take you or a trusted adult with
them to the meeting.
What can parents and carers do to protect their child online?
Parents and carers need to be mindful that part of the fun of being online is communicating and often sites are designed
for you to do so with people you don’t know. It is important to talk to your child about who they are friends with and how
to manage these online relationships.
Not sure where to start? Talk to your child about:
* What sites they use
* The friends they have and how they know them
* How they communicate with these friends
* The type of information they can share

For further help and guidance on all the information mentioned please visit
www.thinkuknow.co.uk/parents

Risks children face online: Online grooming
Top tips
Talk to your child about online grooming. Explain how easy it can be to lie online and the reasons why an adult
may wish to contact them.
* For primary age children talk to them about the topic in the context of stranger danger. Strangers are people
you or they don’t know. In the online world there are strangers too and they must not talk privately with them or
give out any personal information online.
* For older children, the conversation might be a little more diﬃcult. They may have built quite an online
network over the years, and might feel you’re intruding into their private matters. Why not use one of the
Thinkuknow resources to open a conversation. Our age appropriate education ﬁlms are available through the
parents and carers website (www.thinkuknow.co.uk/parents ) or CEOP YouTube channel
(www.youtube.co.uk/ceop)
Talk about their online friends. Ask them to think carefully about who they chat and share information with. If
they don’t know them in the real world they need to delete or limit what they share with them, for example
not sharing their photos, videos or their locations.
Let your child know that you are always there for support. Let them know that you understand how easy it can
be to get into diﬃculties online. Get them to talk to you if anyone makes inappropriate/ sexual comments and
ensure they know that, no matter what’s happened, you are there to help.
Learn how to report any inappropriate contact made to your child online. This can be done via the ClickCEOP
button at www.ceop.police.uk
The Child Exploitation and Online Protection Centre (CEOP)
CEOP is a police led, child protection agency which specialises in tackling sexual abuse on and oﬄine. Through its
education programme, Thinkuknow, CEOP oﬀers a range of safety information for children, young people, practitioners and parents/carers. For more information visit www.thinkuknow.co.uk/parents.
Reporting to CEOP
If someone has acted inappropriately towards your child, it may be sexual chat, being asked to do something that
makes them feel uncomfortable or someone being insistent on meeting up, you must report it to ClickCEOP at
www.ceop.police.uk.

CLICK CEOP
Advice Help Report

For further help and guidance on all the information mentioned please visit
www.thinkuknow.co.uk/parents

Risks children face online: Accessing inappropriate websites
The Internet is open to anyone to post and create content so sometimes your child may see things they wish they hadn’t, or
access sites that are inappropriate for their age. Inappropriate can mean diﬀerent things to diﬀerent people, from swear
words to pornographic images or videos, and what is inappropriate for your child will also change as they grow and
develop.
There are a range of things online that might upset children and aﬀect what should be a healthy online experience. It’s
important to remember that inappropriate content online includes pornographic content, but could also include other
content such as race hate, pro eating disorders or gambling sites.
23% of 8 – 11 year olds say they dislike inappropriate content online as do 15% of 12 – 15 year olds.
Ofcom, Parents views on parental controls 2012
If your child is using the internet, you should discuss the type of things they might see no matter what age they are.
Online pornography
Children may stumble across content online or actively search for sexual content which isn’t appropriate for their age. It is
natural for children to push boundaries and explore, however, it can be risky. Online it is easy to quickly access a wide
variety of pornographic content including hardcore and extreme images and videos.
As the researcher Martin Flood noted, ‘pornography is a poor, and indeed dangerous, sex educator’. Pornography rarely
presents sex in the context of a loving relationship and there is concern that early exposure to hardcore pornography could
give young people unhealthy views about the opposite sex and what they can expect from them.
Though it may be diﬃcult, it is important to talk to children and young people about pornography and how it can provide
an unrealistic portrayal of sex and relationships.
What can you do to reduce the risk of your child coming across inappropriate material online?
The internet is not centrally moderated, but as a parent you can set controls on your child’s internet access in the home.
Parental controls packages can enable you to block access to adult websites, such as pornographic and gambling sites.
63% of teens surveyed admit they know how to hide what they do online from their parents
Norton Online Living Report 2009
Setting age appropriate controls on the sites they use and your network can help reduce the risk, but remember no ﬁlter is
100% accurate. Contact the provider of your internet package, such as Sky, BT or Talk Talk, the majority of service providers
now oﬀer free parental control packages. Make sure you do the same on your child’s phone and all internet enabled
devices.
Setting age appropriate controls is important but ensure that you also have an ongoing conversation with your child about
content online. Ask them to tell you if you if they see anything that makes them feel uncomfortable or upset, so you can
help and support them.

CLICK CEOP
Advice Help Report

For further help and guidance on all the information mentioned please visit
www.thinkuknow.co.uk/parents

More than ever Games are heading online. Everything from Scrabble
to World of Warcraft can be played online over the Internet and
against other human opponents - playing against real people rather
than computer-controlled opponents is invariably a lot more fun.
Increasingly, of course, we will also be downloading games and
additional game content direct from publishers online.
To play against other people online in multiplayer showdowns means
more choices. Players can usually communicate with each other,
perhaps using text messages that are typed during the gameplay. In
fact, most online games now have chat facilities of some description
so that the players can swap their thoughts freely whilst competing
– and some games offer fully-fledged voice communication that
seems as commonplace and relaxed as a ‘phone conversation.
There is clearly a very real need for parents and guardians to fully
understand the ever-evolving online world as it relates to video
games. This leaflet is aimed both at adults and – on the flip side
– children. You can freely download this leaflet, and find out more
about sensible and safe gameplay, from www.askaboutgames.com.

THE PEGI SYSTEM

Europe’s games industry fully understands the need for games to be properly rated
to ensure that only the right games get into the right young hands. So more than five
years ago it set up the ‘gold standard’ PEGI, which stands for the Pan-European Game
Information rating system. You can find out more about the PEGI system in our sister
leaflet, The Good Gaming Guide, at www.askaboutgames.com.

You cAn take on the world
online - but stay safe!

Safe Online Gaming Tips for Parents
Do

Do explain to your children how the online environment differs from home or the school
playground. Online your children will meet total strangers – some who may not be
who they say they are. Often the chat will be uncensored, so they should be cautious
about what they say and be careful not to give out private details such as their name,
address, email address, passwords, telephone numbers or the name of their school.
Do know what games your children are playing online. There are several different
game genres today – including sports games, strategy games, role-playing games
and first-person shooters.
Do get involved with what your children are playing online. Ask them to show you any
new games they want to play and, better still, join in yourself.
Do take advantage of any available Parental Control settings available. These are wideranging controls on consoles and PCs that can allow you to limit gameplay options.
You can decide which games are played by age rating and PEGI descriptors or whether
online interaction is permitted at all. For more details, please see our accompanying
free-to-download .pdf, The Good Gaming Guide, at www.askaboutgames.com.
Do be aware of your children’s online contacts. Make a point of asking who they are
chatting to online, how they know them and so on.
Do ensure that you know how to report inappropriate behaviour or content to
moderators or customer support teams on the game websites that your children use.

Don’t

Don’t take your children’s safety for granted when they are playing online. Apply the same
precautions that you would if they were playing outside the home and interacting with others.
Don’t allow your children to meet up with ‘friends’ they have met while playing online
– remember not everyone is who they say they are online.
Don’t downplay the seriousness of Cyber Bullying. If your children are being harassed
by a classmate or any other player online, follow a game’s grief-reporting procedures
and log a complaint as well as turning on appropriate user-blocking controls.
Don’t be ‘blinded by science’. If you don’t understand how online gameplay works or
what it involves, ask your children to show you.
Don’t assume that all online games are suitable for children. Some are suitable only for
adult players – and may contain adult themes, imagery and language – so check the age
rating of what they want to play. Only games rated PEGI 3 are suitable for players of any age.
Don’t let your children download anything without your express permission.
Sometimes cheat programmes are offered that claim to help players get more from
a game – but these could be malicious and carry Trojans and viruses or damage
your computer some other way.

• Online Dos and Don’ts • Blocking Chat • Reporting Cyber Bullies

Games are fun and today’s games are played by everyone – from
children and teenagers to grandparents and even great grandparents.
But there are things you should know – and things you should or
should not do – that ensure your gaming online remains fun.
The problem with everyone playing games today, especially when
they head online in games, is that it is not always easy to work out
just who you are playing. Some players pretend to be someone they
are not – and usually there is no way of finding out if they are telling
lies. But games can still be fun so long as you follow some simple
rules designed to protect you and your friends.
The basics are pretty easy to grasp. Don’t give away personal
information that you may regret later or anything about you, your
family or friends, and do treat everyone you encounter online with
some sensible suspicion. When you strike up conversations over
the Internet with new people, never tell them your real name, email
address or home address – and deal swiftly with Cyber Bullies. Cyber
Bullies will try to find out information about you and then find ways to
use it to annoy or upset you. Just like real life bullies, they are cowards
who need closing down – and the best way to close them down is the
simplest, block them from being able to send you any messages at all.
Games are fun – and that is how it should be. Follow our simple rules
here to ensure that even online they remain so.

For more advice and further reading
check out the following:
1 The Ask About Games website, www.askaboutgames.com, is sponsored by
the UK Games industry and offers a plethora of advice for parents, guardians and
players on ways to stay safe and healthy when playing games.
2 To report extreme Cyber Bullies and others, visit www.ceop.gov.uk

Safe Online Gaming Tips for CHILDREN
Do

Do treat all the new people you meet online as strangers. Most will be very friendly but
they may not actually be the person, or the age, they claim to be. As a rule of thumb, it
is best to question everything and trust nothing when online until you know otherwise.
Do learn how to block another player if their behaviour is inappropriate or makes you
feel uncomfortable.
Do not be a victim. If you think someone is a Cyber Bully and their actions have been
especially mean and made you feel sad, ask a parent or guardian to report them to a
game’s moderator or customer support team.
Do look after one another online. Giving out a friend’s personal information online –
including photos – may seem harmless but it could put them at risk. So do not do it.
Do tell your parents if you are scared by anything anybody tells or shows you while
playing online.
Do be careful when you use voice chat to communicate to other players online. It
can feel as natural as chatting on the phone to friends, but remember here you will
probably be chatting to a complete stranger.

DON’T

Don’t let your guard down online – never forget that people may not be who they
say they are.
Don’t use your real name for your username or ‘handle’, use a nickname that is not
going to attract the wrong type of attention.
Don’t give out any private information to strangers. Your address, phone number or
any other personal details are private and should remain private. Get a family email
address that you can give out rather than private individual email addresses.
Don’t show or send your picture to anybody online that you don’t know.
Don’t meet someone you have only been in touch with online. If they keep asking to
meet up, tell your parent or guardian.
Don’t use webcams unless it is with people you know - and remember to turn them
off after use.

3 The three current console makers – Microsoft, Nintendo and Sony – all offer advice
on responsible gaming. Click below to visit these pages:
1 Microsoft - http://www.xbox.com/en-GB/playsmart/
2 Nintendo - http://www.nintendo.com/corp/parents.jsp#parental
3 Sony - http://uk.playstation.com/help-support/ps3/guides/detail/item48595/Safeguards-with-PlayStation/
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